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Abstract 

 

Technological systems based on biometrics are an 

effective and efficient method for human recognition, data 

collection, and information protection. The objective of 

the research is to analyze the security and privacy offered 

by these systems, which include signature recognition, 

facial recognition, iris pattern and fingerprint recognition. 

The mixed analysis methodology will help in 

implementing protection, showing the strengths and 

weaknesses of these systems. By differentiating itself as 

the best at present for data protection, by collecting 

important information of each human being, through 

elements that make this technology the most reliable, its 

description makes it clear that these systems will have a 

great impact, also renewable energies can be used in the 

infrastructure avoiding polluting agents. Emphasizing to 

remain as a precedent of research in information 

technology. Future generations will see that security is not 

just about passwords. Currently, the trend is to generate 

security through biometric traits. 

 

 

 

 

Safety, Protection, Privacy 

Resumen 

 

Los sistemas tecnológicos basados en biometría son un 

método eficaz y eficiente para el reconocimiento del ser 

humano, la obtención de datos, así como protección de 

información. El objetivo en la investigación es realizar un 

análisis de seguridad y la privacidad que ofrecen estos 

sistemas dentro de los cuales destacan reconocimiento de 

firmas, facial o rostro, patrón del iris y de huellas 

dactilares. La metodología de análisis mixto ayudará en 

implementar protección, al mostrarse las virtudes y 

debilidades de estos sistemas. Al diferenciarse como los 

mejores en la actualidad para resguardo de datos, al 

recopilar información importante de cada ser humano, 

mediante elementos que hacen de esta tecnología la más 

confiable, su descripción permite dejar en claro que estos 

sistemas serán de gran impacto, asimismo pueden usarse 

energías renovables en la infraestructura evitando agentes 

contaminantes. Haciendo énfasis para quedar como 

antecedente de investigación en tecnología de la 

información. Generaciones futuras verán que no sólo la 

seguridad son contraseñas. En la actualidad se identifica 

que la tendencia es generar seguridad mediante rasgos 

biométricos. 

 

Seguridad, Protección, Privacidad
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Introduction 

 

Biometrics consists of measuring the 

characteristics of the human body in order to 

identify an individual. For this, a characteristic 

endowed with strong variability from one 

individual to another must be chosen. The need 

to increase security is a priority worldwide, not 

only for private companies but also for 

governments and public institutions. Because of 

this, intelligent biometric protection systems 

have become the main security option. Royer, J 

(2007). 

 

On today's emerging technologies, the 

main emphasis has been focused on properties 

for device innovation, especially application to 

new biometrics advances in security. Where they 

select the electronic and electrical engineering 

materials for the design specifications and 

required service conditions of the component. 

The first step in the selection process requires a 

study of the application to determine its most 

important characteristics. Since selection of the 

electronic and electrical engineering materials 

are a key factor for design specifications and 

required service conditions of the component. 

Once the required properties are known, the 

appropriate design to be installed can be selected 

using established network data. Francois, J 

(2006). 

 

Fingerprinting is among the top ten 

emerging technologies that will change the 

world according to a report by Massachussets 

Institute of Technology [MIT] (2006). The 

French biometrics researcher and creator of the 

FingerPrint fingerprint sensor, says that a key 

does not prove that a certain person is the one 

who should have access to something". 

Biometrics fills that void, such a system verifies 

identity, since it is unique and unrepeatable, so 

there is no way to lend it out or lose it.Fingerprint 

recognition margin of error in the device is 

related to where the user's biometric data is 

stored, although it is being considered a minor 

error in this prototype. Royer, J (2007).  

 

Methodology 

 

This research has a mixed analysis approach 

defined on the differences between quantitative 

and qualitative technologies, using systematic 

processes, as well as recorded and estimated 

data. 

The main idea to highlight in its 

performance is the security and privacy that 

devices for biometric recognitions offer. The 

quantifiable data will show the field they have 

covered over time, including recognition of the 

units that have this technology. The concepts and 

background that show the efficiency of a 

biometric system are supported by the historical 

files that are created when processing new 

credentials, files which are the basis for the 

development of the theory being related to 

providing a signature; therefore, through 

photograph or fingerprints it is created an 

identity, leaving it registered in a unique 

identification memory for each human being. 

The scope of the benefits associated to the 

performance generated in security systems based 

on the unique traits of individuals, is astounding, 

as each device is unique, efficient and secure, 

especially those for exclusive use. Within the 

research, the most outstanding systems were 

considered positively, because they are very 

useful, in terms of data protection. From the data 

obtained by the biometrics in developments, 

both quantitative and qualitative, a discussion of 

findings is generated about the implementation, 

these systems work, in favor of security, privacy, 

but above all in data protection. The role played 

by biometrics for specific cases in society 

different accesses either to goods and/or services 

is simple, since each system is adapted to the 

needs of the utility to be used. Thanks to the 

existing variants, it can be affirmed that there is 

a solution in all areas and problems related with 

each biometric recognition, mainly because it is 

being unique and unrepeatable, also variations 

are implemented in the system to avoid errors 

and thus be more reliable 

 

Face or facial recognition 

 

Currently there are many source codes, that 

allow a facial analysis in a simple way, the same 

way as those implemented in social networks, or 

latest smartphones. The facial recognition is 

taking over the market, since it has a great utility 

the use of this technology, which should be 

promoted, to help public institutions housing a 

large presence of older adults who by their jobs 

or lifestyle have lost their fingerprints, putting in 

doubt and even denying their identity, because 

the system does not recognize them, however 

facial recognition will help in identifying the 

individual. 
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Without neglecting the great advantage 

that this technology will provide, it is advisable 

to update year after year, as people get older, 

because ageing it is giving rise to the limitation 

that personal traits do not match, but that is in 

very extreme cases. Moctezuma, O. (2016), 

Utreras, P. (2021) 

  

 
 

Figure 1 Generation of algorithm for facial recognition 

Source:(Emmitroshin ID 179776613, dreamstime.com) 

 

Currently there are many source codes, 

already developed that allow a facial analysis in 

a simple way as those implemented in social 

networks, high-end phones, taking over the 

market, since it has a great utility in proposal by 

which the use of this technology should be 

promoted, to help public institutions in which 

they have a large presence of older adults who 

by their jobs or lifestyle lose their fingerprints, 

putting in doubt and even denying their identity, 

the system does not recognize them, however 

under facial recognition will help in identifying 

the individual. It is advisable to update year after 

year, as we get older, giving rise to the limitation 

that our traits do not match, but that is in very 

extreme cases, without neglecting the great 

advantage that this technology will provide. 

Moctezuma, O. (2016), Utreras, P. (2021). 

 

Signature recognition 

 

The handwritten biometric signature, made on 

tablets or smartphones can collect biometric 

aspects, such as stroke, pressure or speed, which 

together make a unique signature, unequivocally 

associated to only one user. This type of 

technology guarantees the integrity of the signed 

content, since it ensures that it has not been 

altered or changed since it was signed. It is the 

less problematic biometric technology, currently 

the most widespread in the world, among other 

advantages, because it is very economical being 

implemented. Diaz, V. (2013), Ponce, W. (2021)  

 

 

 

In addition, it should be considered in 

modern life and current situations where this 

electronic signature is required. The social 

isolation has led directly to the use of this tool, 

which turned out to be very useful, avoiding 

crowds for public institutions, the response is 

immediate, also it has the same validity as going 

for a seal or signature, in the same way there is a 

contribution in sustainability since do not use 

paper, therefore pollution  will decrease, it is 

clear that everything is digital, nothing is 

printed, you should only see detail by detail the 

great benefit it will make in streamlining 

procedures, seals, document validation even the 

agility gotten in terms of response. Diaz, V. 

(2013), Mendoza, M. (2021). 

 

Iris pattern 

 

Iris recognition belongs to the static biometrics, 

since it is a measurement of physical 

characteristics in people, it is a secure method, 

with a 95% reliability rate (a high one), because 

it accounts for about 266 unique points, while 

most biometric systems have about 13 to 60 

different characteristics. Each eye is unique and 

remains stable over time and in different climatic 

environments. Cortes, O. et. al. (2010).  

 

A description of a reference mesh is 

shown in figure 2 with only a few points to 

consider, in reality it is more extensive, but it is 

useful to show the approaches that are made to 

measure the distance, the lines that are perceived 

belongs to the recognition algorithm. Also, there 

is a circumference, which corresponds to the 

approximation made by the iridology camera for 

taking a shot of the analyzable features. Cortes, 

O et. al. (2010). 

 

 
 

Figure 2 Meshing to obtain the iris pattern 

Source:(Bodlennon ID 125922760, dreamstime.com) 
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Fingerprint recognition 

 

This biometric identification method is chosen 

by excellence, because it is easy to acquire, use 

and enjoys great acceptance by users. The use of 

fingerprints to establish a person's identity was 

originated in the mid-19th century, pioneered by 

Sir William Herschel. Fingerprint identification 

is based primarily on the location and direction 

of terminations, ridges, bifurcations, deltas, 

valleys and ridges. Figure 3 shows the different 

lines from which data are taken for single use. 

Cortes, O et. al. (2010). 

 

 
Figure 3 Fingerprint traces 

Source: Cortés, O et.al. (2010) 

 

The fingerprint is one of the most used 

methods to decrypt a device, it serves as an 

opening and closing method in any system 

where its installation is needed, that is why it is 

one of the most used in security matters. Cortes, 

O. et. al. (2010). 

 

Structure of a biometric system 

 
Biometric devices have three basic components. 

The first deals with analog or digital data 

acquisition by highlighting some biometric 

indicator on a person, such as the acquisition of 

fingerprint images by means of a scanner. The 

second handles factors like compression, 

processing, storage and comparison of acquired 

and stored data. The third component establishes 

an interface with applications located on the 

same or another system. Figure 4 shows the flow 

chart structure which is composed of two 

modules: registration and identification. Cortés, 

O et.al. (2010). 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 
 

 

 

 

Figure 4 Data record structure 

Source: Cortés, O et.al. (2010) 

 

The biometric reader is responsible for 

acquiring data relative to the chosen biometric 

indicator and delivering a digital representation 

of it. The feature extractor takes the 

representative features of the indicator from the 

output to the reader. These are stored in the 

database. The enrollment module is in charge of 

acquiring and storing signals coming from the 

biometric reader in order to be able to match a 

captured signal with the one provided in 

subsequent entries to the system. Otherwise, the 

identification module is responsible for the 

recognition of individuals. The resulting 

representation is known as a query and it is sent 

to the feature matcher, which is responsible for 

matching the query against one or more 

templates to establish the identity of the person. 

Boulgouris, N et.al. (2005). 

 

Institutions in Mexico using biometric 

technology 

 

Both public and private institutions have done 

use of information provided by people, the data 

are considered confidential and public agencies 

have taken the lead for digital processing. In any 

service that it is used to establish personal 

identity such as credentials, they must comply 

with a series of requirements, which range from 

taking photos, signatures and even get 

fingerprints. Díaz, V. (2013).  

 

Therefore, once it is created a historical 

file as a citizen of Mexican nationality, the 

personal information appears in the government 

system. Information includes hospitals and state 

headquarters, that are the only ones authorized to 

access the official information that is in the 

database, with the compromise of using it safely 

and reliably. There will be those who ask where 

they get all our information from, we only have 

to look back to the past, remembering when a 

photo, signature or fingerprints are provided, 

thus identifying that all records are analyzed and 

stored. 
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Table 1 shows examples of documents 

where the information is related to biometric 

data, since they are mandatory as requirements 

in procedures and services of public institutions. 

Díaz, V. (2013), Cando, S (2021). 

 
Institution Fingerprint Iris Facial 

recognition 

Electronic 

signature 

INE 

(Instituto 

Nacional 

Electoral) 

Yes / Yes Yes 

Visa 

Processing 

Yes Yes  Yes Yes 

Passport 

Processing 

Yes / Yes Yes 

Military ID Yes / Yes Yes 

 

Table 1 Data and institutions using biometric technology 

Source: Procedures and services of public institutions 

(2020) 

 

Implementation of a fingerprint reader using 

visual studio 

 

Example of a biometric fingerprint reader 
 

A fingerprint reader (model No. URU2S-U) was 

used to implement the biometric reader. This 

device connects to the computer via USB port 

and is compatible with a wide range of Windows 

operating system versions. It is easy to install 

and has a compact and modern design that 

facilitates its use. Figure 5 shows the fingerprint 

reader implemented in the published work of 

Cortes, O. et.al. (2010). 
 

 
 

Figure 5 Fingerprint reader U.are.U2000 

Source: Windows SDK .NET, Digital Person Database  

 

Software development 

 

The portable board for Windows SDK .NET 

Edition was used for fingerprint processing. This 

application is a software development tool that 

allows programmers to integrate fingerprint 

biometrics into a broad set of operating system 

applications. 

The implemented program performs the 

following processes and functionalities: 

 

-  Enrollment. This point captures a person's 

fingerprint four times. After capturing the 

fingerprint, it will perform its extraction on 

the characteristics of the digital fingerprint 

features; then it creates a template for the 

captured fingerprint, and finally it 

performs the storage in the template for 

later comparison. 

 

-  Verification. The process of comparing a 

captured fingerprint with a fingerprint 

template to determine if the two matches. 

 

- De-enrollment of a fingerprint. It is the 

elimination of a fingerprint template 

associated with a previously enrolled 

fingerprint. 

 

Figure 6 shows the form that the Visual 

Studio program provides the output for the 

processing of a fingerprint. 

 

 
 
Figure 6 Fingerprint Enrollment Process 

Source: Visual Studio Version 1.6 (2021) 

 

Discussion of Results 

 

Nowadays data acquisition is always done with 

previous consent of the user. Although, usually 

data have been provided before without having a 

clear idea of what providing information means, 

and the bewilderment have come evident when 

the information is made public. 

 

 

 

 

 

Enrollment.EnrollmentForm OnTemplate  

Protected override void Init ( ) 

{ 

 

Fingerprint Enrollment Process 

Prompt: 
scan fingerprint new 

Status: 

Fingerprint reader connected. 

Fingerprint reader was touched. 

Fingerprint sample was captured.  

Finger is removed from fingerprint 

reader 

Close 
Fingerprints required 4 

Switch(Enrroller.TemplateStatus) 

{ 
Case DPFP.Processing.Enrollment.Status.Really: // report success and 
OnTemplate(Enroller.Template) ; 
SetPrompt(“Click Close, and then click Fingerprint Verification.”) 
Stop( ) ; 

; 
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Legal concerns can be found in the  

Article 15 of the National Registry of Mobile 

Phone Users, a  law whose purpose is provide a 

legal frame to stop crimes such as extortion, 

kidnapping or bank fraud; in this sense the 

reform contemplates fines of up to ninety 

thousand Mexican pesos for those who fail to 

register their line, and fines go higher for  people 

who provide false data; although there is concern 

since legislators mention that they violate human 
rights, in terms of privacy invasion  and 

obtaining personal data, incurring in an 

administrative offense for those who request this 

information.  
 

A clear example is obtaining a digital ID 

card, using biometric technology. Although 

people have the right to an identity from birth, 

there are countries where they have never used 

an identification card, as it is the case in other 

countries looking to promote inclusion to exert 

civil, political, economic and social rights. On 

the other hand, in Mexico citizens have a 

multiplicity of documents, credentials and 

passwords that are required in different 

situations to have access for multiple services 

and rights, but without reliability for proving 

their identity. The ideal record should contain, at 

least: main name, surname, Unique Population 

Registry Code (Clave Única de Registro de 

Población, CURP). The right to identity is 

enshrined in Article 4 of the Mexican 

Constitution, which establishes that all Mexicans 

(including residents of other countries), minors 

and foreigners residing in the country have the 

right to an ID having a photograph, place of 

birth, signature, fingerprint, iris and voice. The 

right to identity is enshrined in the fourth article 

of the Constitution. Identity is the set of traits, 

attributes of the person, which characterize 

him/her, distinguish him/her from other 

individuals, and constitute him/her as a subject 

of rights and obligations.  

 

The implementation of biometric 

technology will help to provide faster care in 

private and public centers, for instance, when 

someone suffering accidents or mishaps, they 

will no longer be unknown since hospitals are 

the front line of being able to use information to 

report those events. 

 

 

 

 

It is also important to mention that 

biometrics it is a sustainable and very efficient 

technology, since it does not pollute the 

environment, as in the case of online procedures, 

since it avoids the use of paper, and if energy is 

needed, it can be obtained through solar panels 

or include rechargeable batteries. The companies 

that create these systems must use equipment 

that is not disposable, on the contrary, their 

designs must be environmentally friendly, 

reusable, but above all systems must be easy to 

use, with a plus input since it will also generate 

jobs, for those persons in charge of taking 

biometric samples. 

 

It is of outmost importance to continue in 

favor of the contribution represented by 

biometric systems implementation, since using it 

is promoting innovation in technology. 

However, two of the most particular cases being 

served are banking and mobile telephony, 

mentioning. At present it is also useful to provide 

the requested information, with the confidence 

that no one else will be able to use the data given 

to these institutions. Although the scenario 

becomes quite strange due to fear that the 

encrypted information is downloaded, and then 

used as a way of extortion or illicit movements, 

it is well known that the user will have support 

to track any movement, verify the location where 

their documentation was used, since biometrics 

is so efficient, there will be no doubt of the 

progress that is reaching the population. It is 

clear that the law was passed quickly, although 

it was prepared with great wisdom, patience, but 

above all with the inclusion of supporting the 

creation of servers that provide security to the 

population in general. It is clear that the law was 

passed quickly, although it was prepared with 

great wisdom, patience, but above all with the 

inclusion of supporting the creation of servers 

that provide security to the population in general. 

It is clear that the law was passed quickly, 

although it was prepared with great wisdom, 

patience, but above all with the inclusion of 

supporting the creation of servers that provide 

security to the population in general. 

 

As it was based on democracy, it was 

submitted to a vote, in which the competent 

authorities participated, resulting in 54 votes in 

favor, 49 against and 10 abstentions, which 

shows how close the decision was taken, leaving 

even more doubts as to whether the right thing is 

being done. 
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In public opinions, this method of 

obtaining data is considered unconstitutional and 

a violation of human rights, which favors a 

system of surveillance and harassment with an 

authoritarian character, unworthy of a 

democratic country, only countries like China, 

Tajikistan, Saudi Arabia, Afghanistan, 

Venezuela have this type of records. It is not that 

Mexico is proposing to be the same; what is 

being promoted is a modern, up-to-date country, 

but above all, one of the safest.  
 
Conclusion 

 

Biometric technology has proven to be a reliable 

and efficient system, therefore in matters of 

security, data protection and identity will be 

technologically something that will 

revolutionize the world in terms of safeguarding 

information, but also as an identification 

method, people should take a look at their cell 

phone, which is wrapped in a series of high-end 

engineering technologies. At first glance 

unlocking by fingerprint recognition, the owner 

accesses the information, thus giving a proof on 

how a biometric system works and is becoming 

more and more a fact from the engineering point 

of view, where the research is pointing out to 

reliable security factors to ensure the security in 

different spheres like international, cultural, 

social, political and geopolitical without leaving 

any individual vulnerable 
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